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Since the late 2010s, Australia has become increasingly concerned about Chinese economic and
security presence in Pacific Island Countries (PICs) particularly in the digital telecommunications since
2017. Except Nauru, all PICs are now linked through at least one fibre optics cable to the Internet.
Transporting 99% of intercontinental data traffic, subsea cables are considered as particularly
strategic by all governments. The impact of the geopolitical tensions around digital technologies
between Australia & its Indo-Pacific allies and China on the design of the subsea networks and
connectivity of PICs have been largely overlooked. This paper will question the extent to which
Australian perception of Chinese technologies as a national and regional security threat influence the
deployment of subsea networks in PICs. Through the French school of geopolitics methodology, it
studies the tensions occurring at different scales in PICs, focusing on policies, stakeholders’ opinions,
geography and international relations. It is based on policy analysis, case studies and interviews with
different stakeholders | have met during my first PhD fieldwork in Australia, Fiji and Vanuatu in 2023.
It highlights that Australia’s growing concern about digital technologies originating from or that could
be used by a “foreign government that conflict with Australian law” [1] tends to affect PICs’ Internet
networks. Since the extension of the Belt and Road Initiative in Oceania, PICs have been dragged into
global Indo-Pacific tensions and their digital infrastructure have been subject to an increased scrutiny.
The threat of the Chinese presence to Australian and Indo-Pacific partners interests and security
renewed the government commitment in PICs through the Pacific Step Up, notably in the digital sector.
One of the most emblematic projects being the Coral Sea Cable system eventually funded by Australia
after Huawei intended to build it. Hence, the technological alignment with PICs’ traditional partners
seems to be consolidating, while sometimes hurting the Blue Pacific principles. Usually considered as
purely technically designed, the South Pacific subsea networks are deeply embedded in the Indo-
Pacific geopolitical polarisation.

[1] 5G Security Guidance, Australian Government



Introduction

To what extent does Australian perception of Chinese technologies as a national and regional security
threat influence the deployment of submarine cable networks in Pacific Island Countries? This article
will intend to provide an answer to this question, which has been largely overlooked by academic
research, despite the fact that Pacific Island Countries (PICs) international submarine cables are now
one of the major components of the geopolitical competition between China and Australia and its allies
in the South Pacific. Several projects, starting in 2017 with the Coral Sea Cable system that now
connects Papua New Guinea (PNG) and the Solomon Islands to Sydney, have been the subject of strong
reactions to Huawei Marine's intention to position itself as a supplier. Huawei Marine, established in
2009 as a subsidiary of Huawei Technologies, is one of a handful of companies capable of supplying
submarine cables for very long distances, along with Japan's NEC, U.S. Subcom and France's ASN.
However, the company's ties to the Chinese Communist Party (CCP) and the Chinese government
remain a concern for the United States, as well as for Australia. China's use of Internet cables for
geostrategic or political purposes, or for technological, economic, or informational domination, is seen
as a threat to the international and Indo-Pacific order because it contributes to the strengthening of
China's domestic and foreign policy ambitions, particularly under the Belt and Road Initiative (BRI) and
its digital facet, the Digital Silk Road (DSR) (Mochinaga 2022).

In Australia, concerns about the CCP's intentions regarding the use of digital technologies have gained
strength. As evidenced by the government's decision to effectively prevent Huawei and ZTE from
supplying 5G equipment on the Australian national network, telecommunication issues have been
strongly politicised, reflecting the “securitization” of Chinese influence and the hardening of Australia's
policy towards China (Chubb 2023). Restrictive measures against Chinese technologies have also been
reinforced by the powerful alliance with the United States, in a context of technological and political
competition between the United States and China, particularly focused on the Indo-Pacific region. As
a "founding member" (Saint-Mézard 2022) of the Indo-Pacific concept as a political project to counter
China's ambitions, Australia intends to secure the United States' presence in the Pacific and actively
preserve the existing international order and the values associated with it (Fernandes 2022), while
pursuing its own national agenda. Thus, the cooperation of Japan, the United States, and Australia on
digital issues in the PICs seriously challenges the ability of HMN to prevail in the trans-Pacific submarine
cable markets. Some see this as a failure of Chinese maritime power or even the demise of the BRI and
DSR (Frécon and Milhiet 2023).

Long neglected strategically, politically, and economically, PICs are no longer "the hole in the Asia-
Pacific doughnut" (Hau'ofa 2008). On the contrary, they are now an integral part of the strategies of
the major players in the Indo-Pacific - or Asia-Pacific - region, including in technological aspect. Indeed,
China opened its BRI to Oceania in 2015 and has increased development assistance to PICs since the
2000s. The Chinese government is also involved in security partnerships, which worries Australia and
its Indo-Pacific allies and raises concerns among some Pacific Island Forum (PIF) members about the

militarization of the region. As a result, the PICs' "traditional" partners (Australia, the United States,
New Zealand, and Japan), starting with Australia (Varrall 2021), have developed strategies such as the
Pacific Step Up to counter Chinese influence while re-engaging with PICs in a new way. These traditional
partners are also among the most active in fighting against the expansion of Chinese influence in Pacific

Islands, exporting tensions straight to PICs.



PICs, which are now receiving a high level of attention from foreign powers, are also seeking to make
their voice heard, far from being monolithic. At a time when the supply of submarine cables is the focus
of geopolitical competition, these States and the Pacific Island Forum (PIF) are also seizing digital issues.
From a security perspective, the Boe Declaration identifies cyber security as one of the priorities (PIF,
2018). Particularly since the Covid-19 pandemic, improving connectivity and developing new
information and communication technologies (NICTs) are also seen as priorities for the 2050 Strategy
for the Blue Pacific Continent (PIF, 2022), as essential tools for the economic and social development
of PICs. However, this competition between the major powers in the Pacific also seems both to conflict
with the autonomy and sovereignty defended by PICs through the Blue Pacific and to bring some
opportunities.

Since this article is a geopolitical analysis conducted according to the method of the French school of
geopolitics (Lacoste 2010, Giblin 2012), it focuses on the interaction between stakeholder's strategies
at different geographical scales. First, it analyses how Australian policy has evolved toward a security-
based approach to critical infrastructure-including submarine cables-particularly since the rise of
Chinese technology providers. Second, this Australian policy has implications for the installation of
cables in PICs, given the strategic importance of these territories for Australia. It then explores how the
integration of PICs into Australia's Indo-Pacific policies, of which the polarisation of Sino-American
relations is a central element, has strengthened the interest and commitment of "traditional" partners
to the development of South Pacific cables. The final section examines Australia's emphasis on
development assistance and longstanding relationships as a justification for investing in this
infrastructure, which are now seen as essential to the development and security of the PIF members,
and the way in which it fits with the values of the Blue Pacific.

In PICs, digital infrastructures have mostly been studied through the lens of development studies
(Heeks 2008, Heeks 2014, Heeks 2020) with a focus on digital divide and e-government (Hassall and
Cullen 2017). But there is a lack of understanding about the geopolitical drivers behind the deployment
of submarine cables in the South Pacific. The starting point of this article was the paper of Andrew
Chubb (2023) highlighting the process of the securitization of the "Chinese influence" by Australian
intelligence agencies, media, politicians and policy-makers within Australian domestic policies and its
impacts on Australia’s foreign policy towards China. | was particularly struck by the importance of digital
issues in these securitization dynamics and realised that, beyond the domestic level, they had
consequences for Australian foreign policy with regard to PICs. And indeed, fibre optics submarine
cables, like all network infrastructure, are not neutral (Gerstlé 2003) but serve political objectives. They
are vectors and objects of political, economic and information power in a given territory (Douzet and
Desforges 2018) and governance by Internet infrastructures, as a lever of economic, political and
information power, is now at the heart of state policies (DeNardis and Musiani 2014). Despite their
relative marginality on the global Internet, the Pacific networks are today subject to geopolitical
competition that pits divergent representations of the world between the United States and its allies,
promoting a liberal and open vision of Internet networks, against an authoritarian vision of data flow
control defended by countries such as China, Russia and North Korea (Bateman 2022). It has become
obvious that economic and social benefits intended by the deployment of Internet networks come
along with security and political stakes both for Pacific Island countries and their development partners
- without whom these expensive infrastructures couldn't see the light of day.



To address this question, | use the geopolitical methodology, which consists in analysing the
contradictory representations of digital infrastructures on the territory of PICs and the tensions and
strategies that arise from them at different geographical level. | draw on the discourse and language
used in public policies and strategies in order to compare them with the actions that are being carried
out and the projects that are being funded, in order to bring out any contradictions or trends. | am also
interested in the way in which the strategies or activities of the various actors are perceived by the
other stakeholders. To do this, | rely on interviews conducted in Australia, Fiji and Vanuatu with more
than thirty people representing public institutions and private companies involved in the construction,
deployment, services, policies and regulation of digital and telecommunication infrastructure.
Geographical analysis, especially when it comes to network is very important as networks are means
of economic, political and information power (Raffestin 2019).

1. Australia: cable security becomes a geopolitical issue

Very quickly, and earlier than most countries, particularly because of its island location, Australia
perceived cables as critical infrastructure, essential to the security of its telecommunications
(Starosielski 2015) and therefore to be protected, first and foremost from accidental and environmental
hazards. However, the identification of certain state actors or affiliates as threats to the integrity of
these critical infrastructures finally anchors Australia's approach to the security of cables, both
terrestrial and submarine, in geopolitical dynamics. The creation of Huawei Marine in 2009 marks a
major turning point.

An initial narrow approach to the protection of submarine cables

The Telecommunications Act 1997 was silent on the protection of submarine cables until the
introduction of the 2005 reform. At the time, Australia appeared to be a relative pioneer in the
protection of submarine cables and was considered a model of good practice by the Asia-Pacific
Economic Cooperation (2009)! and the International Cable Protection Committee (2012)2. Submarine
cables, which carry 99% of transoceanic internet traffic, were identified in the 2005 Bill® as a "vital
element of the national infrastructure" and "seen as critical communications links" requiring specific
protection given that they support the Australian economy and the running of other essential
infrastructures. The risks identified in 2005 are confined to accidental fishing or shipping risks, with no
mention of malicious or political acts. This first reform only targets international submarine cables,
i.e.connecting Australia to a territory outside its national borders, and "of national significance" to be
subject to an ACA (now ACMA) evaluation. This emphasis on international connectivity can be
explained by the feeling of insecurity regarding connection to the rest of the world caused by the insular
nature of Australia (Starosielski 2015), especially as there is still a high concentration of cable landing
stations in Sydney (Eckstein 2021). This concern is even directly introduced in the 2013 Bill*: "As an
island nation, the Australian economy is especially dependent on submarine cables". This island anxiety
is also an excellent driver for taking measures to protect and regulate them, with Australia, the UK and
NZ being among the first states to legislate and take an active part in international discussions on the
subject (Morel 2019). International cables were therefore the subject of an initial approach based on
the security and integrity of networks in the face of potential damage, most of which is unintentional,
while at the same time being recognised as essential elements of Australia's national security.



However, at the same time concerns were arising about the participation of Huawei in the Australian
terrestrial fibre optics network. The first public statements on the danger of using Chinese technologies
appeared when the National Broadband Network (NBN) project was launched in 2009 to upgrade
Australia's internet and telephone networks. This laid the foundations for the reform that enhanced
the protection of undersea cables in 2014 due to geopolitical concerns, followed by the funding of the
Coral Sea Cable in 2017 and the 5G decision in 2018. Back in 2010, the board of the NBN® decided that
it would not accept bids from Huawei Technologies (parent company of Huawei Marine) to participate
in the creation of the NBN. The decision to rule out Huawei was taken after discussions with Australia's
security agencies (Hartcher 2020). These reservations were quickly confirmed by Julia Gillard's
government in 2012, who confirmed the ban®. This decision, which was initially strongly criticised by
the Opposition, particularly during the election campaign, was finally confirmed by the Abbott
government a few months later, demonstrating the bipartisan continuity on digital infrastructure
security matters, which is still relevant today. From this moment on, questions have been publicly raised
about Huawei's links with the CCP and the risks posed by its potential surveillance capabilities. ASIO's
advocacy on the threat posed by Huawei toward the Australian government played a major part in the
"securitization" of Chinese influence, which spread to all sectors and society under the Turnbull
government (Chubb 2023). These concerns linked with Huawei also spilled on its subsidiary, Huawei
Marine, and then HMN, after its takeover by another Chinese company called Hengtong.

Creation of Huawei Marine and extension of Australian submarine cable protection

The creation of Huawei Marine in 2009, a subsidiary of Huawei Technologies, quickly raised political
and geopolitical concerns. The company quickly positioned itself as a new member of the very small
club of companies capable of building very long-distance fibre optics submarine cables, comprising
Subcom, NEC and Alcatel, now joined by Huawei Marine (which became HMN in 2019). Under the
Obama administration, the construction of a transatlantic cable had already been called into question
because of Huawei's involvement in the cable infrastructure, reflecting a new politicisation of these
infrastructures (McGeachy 2022). This Project Express’ was seen as a threat to the integrity of the data
passing through the cable and to the integrity of the United States network.

In Australia, the Telecommunications Act 1997 was reformed in 2014 to strengthen the protection of
submarine cables by including intra-national cables. The rules for consulting the ACMA and the
Attorney General Department (AGD) were detailed and clarified in order to determine both the
protection zones and the cable laying permit process. Explicitly, the law requires the ACMA to consult
the AGD on matters of international law, Native Title and security for permit applications. It is also
recognised that the ASIO can provide an assessment on security issues, which may justify the AGD's
decision not to authorise the ACMA to issue cable laying permits. The Act goes even further and defines
the term "security" in accordance with the definition given in the ASIO Act 1979, definitively anchoring
submarine cable issues in the defence arena and national security concerns. It also reveals foreign
interference concern, clearly demonstrating the geopolitical motivations behind this reform,
outreaching the initial economic and accidental issues. The 'security' element that must be assessed
before a licence is granted must therefore follow the objectives of the ASIO, as expressed in the 2014
Act?:



(a) the protection of, and of the people of, the Commonwealth and the several States and Territories

from:
(i)  espionage;
(ii) sabotage;
(iii) politically motivated violence;
(iv) promotion of communal violence;
(v) attacks on Australia’s defence system; or
(vi) acts of foreign interference;

whether directed from, or committed within, Australia or not; and
(aa)the protection of Australia’s territorial and border integrity from serious threats; and
(b) the carrying out of Australia’s responsibilities to any foreign country in relation to a matter mentioned
in any of the subparagraphs of paragraph (a) or the matter mentioned in paragraph (aa).

Through the ACMA, AGD and ASIO filters, this law allows for extensive control over any cable that may
connect the Australian territory. Australia's cyber security policy also established a link between the
protection of critical infrastructures and national security (Delavere 2019)°. In light of the Australian
government's positions on Huawei Technologies’ stake in the NBN, the Australian government was
most likely already aiming to secure barriers to the ability of Huawei Marine to enter the market for
national or international submarine cables connecting Australia. The strategies and statements relating
to terrestrial and submarine cables linking Australia should be interpreted as complementary and
mirror phenomena.

Geopolitical issues associated with the fear of Chinese technologies being used to advance the CCP's
goals are gradually being incorporated into cable protection regulations, without mentioning it. But it
was not until 2015-2016, under the Turnbull administration that these issues were fully politicised,
made public and that the Australian policies became more openly suspicious of Chinese technologies.
Digital information systems are indeed the focus of a great deal of attention since the governance of
digital infrastructures and the software that underpins them are now major levers of political and
economic power. Today "systems of Internet governance and architecture are no longer relegated to
concerns about keeping the Internet operational, secure, and expanding. These systems are now
squarely recognized by policymakers, economic interests, and even citizens as sites of intervention for
achieving auxiliary purposes, whether protecting economic interests, influencing political conditions,
or gaining real or even merely symbolic nation-state power over cyberspace" (DeNardis and Musiani
2014). Mastering these infrastructures gives thus a major advantage to those who control them in the
context of their increasing 'politicisation’.

2016-2018: a "securitization" of Chinese influence closely linked to cyber issues

Through their use against Australian national interests (espionage, media influence campaigns),
Chinese technologies have been vectors of Chinese influence within Australia. They have thus been a
driving force behind the toughening of Australia's position on technologies and on China more
generally. The 5G decision made in 2018 is one of the breaking points in the Sino-Australian relationship
and lead to further deterioration in the bilateral relationship between the two countries.

Andrew Chubb explains that there has been a strong "securitization" of Chinese influence since 2017,
first in the political spheres and then in the media, with an extension of the perception of the threat
not only to national sovereignty, but also to Australian society and its identity (Chubb 2023). Scandals
were already affecting Australian political life and public opinion: the former defence minister accepted
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all-expenses-paid trips to China, donations were made to the 2 major Australian parties by pro-CCP real
estate and media companies. Briefings from the Director General of ASIO to Malcolm Turnbull indicated
the importance of taking action against Chinese espionage conducted at an “industrial scale” through
digital means (Turnbull 2020 in Chubb 2023). The Chinese National Intelligence Law*°, enacted in 2017,
is also a source of concern about the CCP's ability to use its national champions to serve its political
interests, and has justified action by governments such as Australia and the United States. This law
indeed allows the Chinese government to require Chinese companies provide access to the data they
hold on their customers, including foreign network operators.

The analyses conducted by A. Chubb and Peter Hartcher clearly show the extent to which the use of
Chinese digital technologies (cables, mobile networks, social and media networks) as tools of influence,
or at least their perception as such by Australian players, has led to a feeling of defiance towards them.
They had been thus among the first targets of Australian policies aimed at containing the power and
presence of Chinese tech players in Australia and its neighbouring region. This led to the decision on
5G!!. However, the language chosen remains cautiously diplomatic. The Government Provides 5G
Security Guidance to Australian Carriers (2018)*? targets "vendors who are likely to be subject to
extrajudicial directions from a foreign government that conflict with Australian law" without directly
mentioning any Chinese companies. But, as the only companies meeting these criteria that were likely
to enter the market, it effectively prevents Huawei and ZTE from gaining access to any national 5G
equipment contracts. Nonetheless, the Chinese government saw it as a direct attack'®. And indeed, the
political and geopolitical motivations are evident. The Australian Signals Directorate (ASD) organised a
simulation of a cyber offensive on Australian infrastructures, with the mission of putting themselves in
the shoes of Chinese hackers with the intention of attacking the Australian network (Hartcher 2020).
The simulation demonstrated the fragility of Australia's cyber security in the face of this new
technology. Coupled with intelligence warnings, it led the government to become the first country to
ban effectively Huawei and ZTE from the national 5G network. But what's the link between cables and
5G? As explains McGeachy (2022), "Huawei Marine's cable activities are linked with the technology
and security controversies of its parent company, Huawei Technologies, particularly decisions by some
governments to limit or prohibit the use of Huawei's 5G technology in domestic telecommunication
networks (Umback 2019)". The confusion between these two companies, which also affects HMN
today, explains the political condemnation of these companies on the same grounds, whether for 5G
or the deployment of undersea cables.

So, when Huawei Marine decided to position itself for the first time on an undersea cable project linking
the Australian network to the Solomon Islands, Australia immediately intervened to protect its national
security. It dragged at the same time PICs into the global Sino-American technological rivalry given
Australia's position alongside the United States and Australia’s role as PICs' first development partner.
Australia, for example, has provided 40% of all aid to PICs between 2008 and 2020%*. As a result of
multiple factors, the portrayal of China as a threat to Australia's national security now outweighs the
perceived benefits of the Sino-Australian economic partnership and undermines the opening of
Australia's foreign policy towards China that began in 1972 (Chubb 2023). While using a cautious
narrative, the priority of Australia is to protect its security and cybersecurity, notably by strengthening
the United States alliance, which inevitably enrols Australia into the 'fluid cold war' over digital
technologies that is taking place between China and the United States (Segal 2022), driving PICs along.



2. Safeguarding PICs' digital infrastructure to protect
Australia's security

China's presence in PICs has intensified with the development of the Belt and Road Initiative (BRI) to
Oceania since 2015, the endorsement of a large number of PICs to the BRI and the increase in official
high-level visits (Fangyin 2021). The interest shown by Huawei Marine and then HMN in the region has
further alarmed Australia, which considers PICs to be of first importance for its defence, contributing
to a form of securitization of the South Pacific (Wallis 2015) and which was directly threatened by the
landing of a Chinese cable on its national territory.

Coral Sea Cable: a threat to the Australian networks’ security

The funding of the Coral Sea Cable, linking Sydney to PNG and the Solomon Islands from 2019, is one
of the first manifestations of the extension of Sino-American technological competition in PICs, through
Australian politics. While one of the primary objectives of funding this cable was to preserve Australia's
national and network security, history, geography and regional geopolitics all imply that this decision
has consequences for the connectivity of PICs, which are heavily dependent on financial, technological
and expert assistance to set up their Internet infrastructures.

A look back at the history of the Coral Sea cable is important to shed light on Australia's decision to
subsidise it. In the early days of what would become the Coral Sea cable, the ADB launched a project
in 2012 to help fund a cable to connect the Solomon Islands to an existing international cable between
Sydney and Guam to provide the territory with its first cable connection. However, technical and
funding issues as well as a change of government in the Solomon Islands led to extensive delays. In
2016, Huawei Marine finally stepped in. Bypassing the ADB tender process, it proposed a new cable
project that would link the Solomon Islands directly to Australia's core network in Sydney. In July 2017,
an agreement was signed between Huawei Marine and the Solomon Island Submarine Cable Company
(SISCC)**. The Australian government immediately reacted by proposing a competing project. Entrusted
to the Australian company Vocus, the project was more ambitious and planned not only to link the
Solomon Islands to Sydney but also to PNG. In the end, the Australian government provided two-third
of the funding, or $200 millions (AUD), one of the largest Australian grants ever awarded, with the
remaining third provided by the Solomon Islands and PNG governments. For reasons of national
security and critical infrastructure integrity, it was unthinkable for the Australian government and
intelligence services, who had been warning of the inherent dangers of using Huawei equipment for
several years, to see a Huawei Marine cable connecting Australia's core network (Hartcher 2020). The
cable was seen as a direct threat to Australia's security and cyber security. Although the government
did not refer to it in those terms but presented it as a development project "supporting the digital
economies of Papua New Guinea and the Solomon Islands" and contributing to Australia's goal of
bridging the digital divide in the Indo-Pacific.

However, while this set a precedent for Australia's position on Huawei Marine cables, it did not lead to
the formalisation of an ACMA regulation or specific political statement or guidance on submarine
cables in the same way that 5G did a year later. According to a person working in the Australian
Department of Communications at the time (2023), the government wanted to avoid any further
diplomatic tension with China, given that relations were already strained. So, Australia's swift proposal



and the agreement of the Solomon Islands and PNG avoided the delicate diplomatic situation of
formalising an official refusal and position on the use of Huawei cables to Australia. Though, the 2014
reform on the protection of submarine cables could well have been the basis for an official decision on
Huawei Marine by the Australian government. However, the Australian government remains cautious.
China is still the country's biggest trading partner, accounting for 32.2% of Australian exports'’. And
Australia's place between the US and China remains a delicate game of equilibrium (Jingdong Yuan
2021). The Albanese government is now seeking to "stabilise" the relationship with China, but without
making any concessions to Australian security, as the foreword by Defence Minister Richard Marles
shows: "A stable relationship between Australia and China is in the interests of both countries and the
wider region. Australia will continue to cooperate with China where we can, to disagree where we
must, to manage our differences wisely and, above all, to engage and pursue vigorously our own
national interest"!®, From this perspective, Australia is strengthening its "solidarity alliance" with the
United States (Jingdong Yuan 2021), especially in the context of the Indo-Pacific and when it comes to
new and critical technologies. And it seems clear that if a situation similar to that of the Coral Sea Cable
were to arise, the Australian government would at the very least once again reject the connection of a
Chinese manufactured cable on its territory.

PICs: an essential area for Australia's security

Ensuring Australia's security also means ensuring the political stability of PICs and maintaining good
relations with the various governments, as these territories, often defined as "closest neighbours", are
seen as essential to Australia's national security. It is therefore essential for Australia to ensure that the
PICs remain within its sphere of influence and within the Western sphere of influence in terms of
technology, so as not to introduce a "Trojan horse" into its immediate environment, which is highly
interconnected with its own territory.

As M. Varrall (2021) shows, Australia has gradually demonstrated its fear of China's rising interest in
the Pacific since 2009, notably in successive Defence Strategic White Papers and Reviews, while
avoiding any direct mention of China. Australia's concerns relate to traditional security, in particular
the geopolitical recurring issue that is the creation of a Chinese military base in Vanuatu or the Solomon
Islands, but also to non-traditional security issues. The increase in Chinese development aid is seen as
undermining Australia's interests and its hegemony in the South Pacific, within the “Pacific Family”.
China's presence is also seen as a risk to the economic and political stability of PICs, particularly because
of the debts generated by Chinese development aid - which is essentially made up of loans to the state-
owned Chinese Eximbank, rather than grants - and Chinese influence within PICs' political circles.
Although not very effective in practice, Chinese influence strategies in the various PICs to undermine
the image of Australia and the United States have been documented (Dunne, Hammond, Impiombato
& al. 2021). Intra-national political disagreements over relations with China, such as the riots in the
Solomon Islands following the change of diplomatic recognition from Taiwan to the PRC, are also a
source of destabilisation. Whether in terms of traditional or non-traditional security, Australia is paying
renewed attention to PICs, as are specialists and the media, particularly since Xi Jinping publicly
demonstrated his interest in the region by attending the APEC summit held in PNG in 2018 (Fangyin
2021). Australia sees its neighbouring region, from Indonesia to Fiji, as a first circle of islands essential
to its security, the second being the Indo-Pacific space as conceived by public decision-makers. This
leads "Australia's strategic vision" to fold "into the near neighbourhood, conceived as the first line of
defence essential to the security of the mainland" (Saint-Mézard 2022). In 2016, the Defence Strategic
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Review very clearly expressed this idea: "We cannot effectively protect Australia if we do not have a
secure nearer region, encompassing maritime South East Asia and South Pacific (comprising Papua New
Guinea, Timor-Leste and Pacific Island Countries)"*°. The 2023 Defence Strategic Review? identified as
well that "China is also engaged in strategic competition in Australia's near neighbourhood", and
perhaps for the first time in such direct terms, it expresses Australia's worries about China's presence.

Australia's perception of its neighbours as a key element of its security is also reflected in cyber related
strategies and has a direct impact on the way in which cables, which are the primary elements of the
international digital network, are handled. Australia Cyber Security Strategy 2020% states that "the
security and resilience of our allies, regional partners and the broader international community is vital
to ensuring Australia's own national security and prosperity”. Like other security issues, the security of
Internet networks, and therefore the choice of trusted suppliers in the South Pacific, is considered
essential to Australia’s security. For Australia, the cable infrastructure of PICs seems all the more
important to protect as there is a very strong interconnection between the island continent and its
neighbours due to their geographical proximity, but also to historical factors. Indeed, "much of Australia
and New Zealand's cable infrastructure is routed through and shaped by the histories of Hawaii and
Fiji" (Starosielski 2015). Most of the fibre optics cable routes in use today have followed the old
telegraph and telephone routes established under the British Empire. And indeed, in 2023, of the 15
international submarine cables connected to Australia, 8 link at least one state or territory composing
PICs. Australia and its neighbours are thus highly interconnected, with Australia being the hub for PICs
connectivity to content and bandwidth, particularly through the data centres in Sydney. Therefore, as
a DFAT representative mentioned in an interview (2023), “all decisions are based on Australia’s national
interest” and the government carefully makes decisions about submarine cables that is directly piped
to Australia. The introduction of a cable supplied by HMN that is considered a "non-trusted network"
connecting Australian territory via a landing in a PICs, would compromise the security of Australia's
national networks. Thus, protecting the networks of PICs is already protecting Australia's network,
which partly explains the strong economic and political commitment in the region to prevent the
construction of cables supplied by a Chinese company. So far, as the following map shows (figure 1),
this strategy has been successful, as no HMN cables have been built in the region, although the
company was obviously interested in doing so as it responded to several tenders. Australia, along with
its Indo-Pacific partners, has managed to keep a close eye on the development of recent infrastructure
in Oceania. Another argument that DFAT makes to maintain control over infrastructure development is
to criticise Chinese technologies as being less reliable, to discredit the management of infrastructure
projects by Chinese companies, and to highlight the problems of political dependency created by debt
owed to Exim Bank.

However, if preventing a company from building a cable can prevent the direct capture of information
passing along that cable - if that was the intention of the supplier or the political entity behind the
supplier - as Ingram and Smith state, "no one is an island in cyberspace because it is a global domain"
(Ingram and Smith 2017). The geography of Internet network operations is not limited to direct
connections between two territories via physical infrastructures. Because the Internet is a network of
networks in the form of a web that enables the exchange of information at the logical layer of the
Internet, two territories that are not physically connected can exchange data or be subject to a
cyberattack by one of the parties. Both the physical and logical layers of the Internet are thus levers of
political power (Salamatian, Douzet, Limonier & al. 2021). And in this area, C. Demchack and Y. Shavitt
highlight and analyse the practises that China Telecom commonly employs to target traffic from certain
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Western networks through its Points of Presence (PoPs)?? around the world in order to intercept some
information (Demchack and Shavitt 2018). Australian policymakers are well aware of this, as evidenced
by the Defence strategic Review of 2023: "Cyberwarfare is not bound by geography"?, and Australia
has been working for many years with several PICs government to strengthen cybersecurity capabilities
and policing, particularly in Vanuatu and Fiji, even before it became interested in digital infrastructure.

Nevertheless, the watchword seems to be zero tolerance when it comes to the construction of
international cables by HMN linking Australia and PICs. These dynamics are therefore enhancing the
influence of Australia and the other traditional partners of PICs in terms of technological choices, while
also making them part of the technological decoupling movement underway between China and the
United States' allied states (Bateman 2022).
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The international dimension of Australia's Cyber Strategy and technological decoupling

The international component of Australia's cyber strategy is certainly the most accomplished
expression to date of how Australia intends to coordinate its efforts to protect PICs and, at the same
time, its territory from technologies it considers insecure, along with its Indo-Pacific allies. However,
the strategy is currently being updated and will be part of the government's new Cyber Strategy 2023-
2030, due for release in late 2023.
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The International Cyber and Critical Tech Engagement Strategy (ICCTES) focuses its cooperation efforts
in support of Internet development and regulation on ASEAN and PICs?*. It emphasises the importance
of a cybersecure neighbourhood to ensure Australia's security. The stated goal of Australia's cyber
diplomacy vision is: "Australia and our international friends, partners and allies must shape the design,
development and use of technology to reflect our values and interests." The same strategy goes on to
say, "Malicious use of cyberspace and critical technologies poses clear risks to the security and safety
of Australians, our country, the Indo-Pacific region and the world” 2°. Without saying it, the finger is
clearly pointed at Chinese actors and behaviours, and this strategy de facto contributes to a form of
technological decoupling by implicitly excluding certain companies from the scope of "secure, resilient,
and trusted networks."

Through this strategy, Australia intends to defend its national interests by securing its neighbours, and
especially the States of the South Pacific. The creation of the Australian Infrastructure Financing Facility
for the Pacific (AIFFP) in 2019 is an expression of this recommitment to PICs infrastructure development
and provides a financing tool that can be mobilised quickly. Indeed, the ability to finance a project gives
one the power to influence its implementation. When it was set up, the AIFFP had a budget of $2 billion
to support investment in infrastructure in the Pacific?. It has been raised up to $4 billion in 2022 ($1
billion in grants and $3 billion in loans). Two submarine cable projects are already benefiting from these
funds: the Palau Cable and the East Micronesia Cable (EMC). When the initial EMC project was
structured, HMN submitted a bid in response to the World Bank's call for tenders. We will come back
to this project later, but this led to a concerted reaction from Australia, the United States and Japan to
fund a cable that met their expectations in terms of regional geopolitics, i.e. a trusted cable supplier.

The international component of Australia's cyber strategy also underscores the essential partnerships
that must be cultivated with Indo-Pacific allies, as well as with the international community and
Internet governance institutions, in order to promote the Australian Internet model and its values in
cyberspace. The ICCTES thus demonstrates a certain duality in terms of international engagement. On
the one hand, Australia wants to strengthen its cooperation with like-minded developed countries
based on a model of horizontal cooperation among equals to create a "free, open, and secure
cyberspace" that clearly relates to the Chinese counter-model, while being careful never to mention
China or any Chinese company directly. Cooperation with ASEAN and Pacific Island Countries, on the
other hand, takes place at a different level. It appears to be less of a horizontal relationship and more
of a vertical one, with Australia trying to get these countries to adopt technologies, standards, and
national digital strategies that support its own national and regional interests and its vision of the Indo-
Pacific. However, the strategy for PICs (and ASEAN) also emphasises the human and economic
development, human rights, democracy, and universal access to connectivity benefits of developing
digital technologies under the model Australia is promoting. We will return later to the duality of
Australia's goals in this area, with Australian national security and PIC development seen as
complementary and essential, particularly in cyber matters.

Given the perceived threat of Chinese technologies, the Coral Sea Cable project thus marked the
beginning of a movement of Australian countermeasures in PICs that integrates partnership with like-
minded countries in the Indo-Pacific region. Submarine cables and digital issues are now an integral
part of the process of countering China's influence and maintaining the predominance of Australia, the
United States, and their allies in this region to guarantee their security, the international order they
have built since World War 1l, and the Western hegemon.
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3. Australia within the Sino-American polarisation in the
Indo-Pacific: implications for the use of cables in PICs?

Because PICs are heavily dependent on their foreign partners financially and technologically, they are
particularly influenced by the policies of their development and security partners, as well as by the
geopolitical dynamics in their regional environment. Moreover, the Australian decisions described
earlier need to be understood not only in the light of the national context, but also in the one of the
Indo-Pacific, where strategic and technological competition between the United States and China is
intensifying. Submarine cables have openly become one of the components of the strategic
competition between the two great powers since the Obama administration, which was intensified
under the Trump administration and continued under Biden. The China-U.S. rivalry exports competition
to third countries and has a direct impact on cable routes and cable companies' choice of suppliers. As
the leading development and cooperation partner of PICs, Australia's involvement with the United
States has implications for the subregion. Since the Coral Sea Cable was funded, strategies to address
China's technological presence in the Pacific have been strengthened, particularly through Indo-Pacific
minilateral cooperation-such as the Quad or the Trilateral Infrastructure Partnership-that provide
concerted responses and greater financial resources.

United States-China technological rivalry: a key factor

For a long time, submarine cables were left entirely to the initiative of private companies, but since
Huawei Marine entered the market, some governments, including the United States, have enacted
regulations to regain some political control over these infrastructures (McGeachy 2022). Successive
U.S. governments are trying to respond to the expansion of the Digital Silk Road (DSR) in the Indo-
Pacific. Launched by China in 2015 as the digital component of the Belt and Road Initiative announced
by XiJinping in 2013, it is seen as an economic and security threat to the centrality of the United States'
network and the existing international order. According to W. Callahan, the goal of the BRI is to build a
China-centric order in Asia in order to make China a normative power that sets the rules of the game
for international governance, thus creating an alternative regulatory architecture (Callahan 2016). This
objective is generating geopolitical anxiety and uncertainty among Indo-Pacific partners, defenders of
the existing international order (Saint-Mézard 2023), calling for individual and collective responses. The
DSR serves political ambitions to internationalise Chinese technologies and spread the CCP's Chinese
model for cyberspace through the use of technology, as well as help fuel China's interest in capturing
data overseas (Mochinaga 2022). The shaping of Chinese cyberspace and the use of technology are
thus seen as incompatible with the United States and Western values. They serve anti-democratic
purposes, social control, and foreign interference strategies by using China's technological champions
as instruments in the service of the Party's goals, particularly HMN.

One of the goals of the United States is to remain at the centre of the global Internet network in order
to maintain its technological, economic, and information flow dominance, which China is undermining
through its various strategies. Because of technological and topological interdependencies, there are
advantages to being a central node that can be used for political or economic purposes against other
actors that depend on that hub. Farrell and Newman explain that being a central node on the Internet
network offers two advantages: the "panopticon", which is the ability to spy on data flows without
being seen, and the "chokepoint", which allows whoever controls the interconnection node to block or
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regulate access to certain actors to their advantage (Farrell and Newman 2019). The United States has
actively used its position as a node by manipulating the first resource, as Edward Snowden has
revealed. However, the government seeks to limit China's ability to conduct similar actions in the
United States, as well as in third countries of strategic interest to the United States. The current
situation of digital infiltration of emerging economies (Opalinski and Douzet 2022) thanks to the DSR,
which connects these territories to an overall Chinese digital system, threatens American soft power
and its central position. | would argue that this is exactly the situation that the United States wants to
limit in the Indo-Pacific, especially in PICs, most of which are directly connected to U.S. territory and
some of which, notably Micronesia, host U.S. military bases and maintain close ties with the United
States through Compact of Free Agreements.

The 2020 Executive Order?” creating Team Telecom and reforming the Federal Communications
Commission's (FCC) licensing process has already created an effective tool to restrict HMN's ability to
enter transpacific networks connecting the United States. By making recommendation to the FCC, the
Team Telecom is an inter-agency tasked with preventing the involvement of foreign actors in the U.S.
telecommunications networks that could pose risks in terms of cyber-attacks or espionage. It follows
very precise criteria for granting licences, such as the absence of Chinese technology on any cables,
routers, switches or landing stations making up the entire cable infrastructure. In practice, this strategy
prevents companies that want to land a cable in a U.S. territory from using Chinese technology and
rejects any plans for a cable connecting the U.S. directly to China. For example, after a Team Telecom
recommendation, the Bay-to-Bay Express cable led by Amazon, Meta and China Mobile was cancelled.
Rebranded CAP-1, China Mobile left the consortium and the cable was rerouted from Hong Kong to the
Philippines?. This U.S. regulation also has implications far beyond its national territory, as any company
wishing to connect to the U.S. must meet FCC criteria, regardless of its place of origin or nationality.
This makes it highly unlikely, if not impossible, to use Chinese cable equipment on a trans-Pacific route,
especially for PICs, all of which connect directly or indirectly to Guam, Hawaii, or the West Coast of the
United States. An interview with a representative of the company that owns the Hawaiki cable
confirmed that when the Hawaiki Nui project was launched to connect Pacific Island territories along
its route, the use of HMN equipment was out of the question because of this U.S. legislation. The
geographic location of PICs on trans-Pacific routes makes them highly vulnerable to geopolitical rivalries
among major powers.

The United States, through the Department of State (DoS), also conducts diplomatic campaigns to exert
pressure abroad to prevent HMN from winning contracts, as a Reuters investigation of the Sea-Me-We-
6 cable shows®. It reveals that the United States offered financial incentives to actors involved in the
selection of the cable supplier. The U.S. Trade and Development Agency (USTDA) offered training grants
to 5 telecommunications companies located in countries along the route of the proposed cable to
encourage them to select Subcom as a supplier. The diplomatic network was also utilized to warn of
the dangers of Chinese equipment while favouring the United States' cable champion. During my
fieldwork in Fiji, several interviews, notably with the U.S. Embassy, Fijian telecommunications providers
and institutions, confirmed the U.S. narrative of preempting and encouraging local actors to opt for
"trusted networks," i.e., digital equipment that are ideally non-Chinese without explicitly stating so,
and without constraint.

The United States thus is playing a significant and growing role in the cable connectivity options open
toregional and local players, especially as it strengthens its regional diplomatic presence. This situation
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is viewed positively by Australia, which sees it as providing additional support for the preservation of
its hegemony in PICs, while working in complementarity with its United States ally. Indeed, "Australia
and Japan, whose interests converged on restricting China's role in regional security and future
technologies, not just formed a coalition with the United States, but in Australia's case in particular,
influenced Washington's view on the nature of risks associated with Huawei" (Lee, Han and Zhu 2022).
Furthermore, while American influence is at the heart of regional political guidelines, it is Australia and
minilateral cooperation that have made it practically possible to limit China's technological footprint
on international cable infrastructures in PICs.

Financing submarine cables in the South Pacific through minilateral partnerships

Minilateral partnerships are seen as ideal for most members of the Indo-Pacific alliance against China,
since they enable targeted responses to Chinese activities without formal binding and without
aggravating relations with China, by focusing on non-traditional security matters such as the Quad
(Vabulas and Snidal 2020). For Australia, engaging in such cooperation is a way of ensuring the long-
term commitment of its American ally in the Pacific (Walton 2021) especially since the country is
suffering from the “fear of abandonment” and strategic isolation (Gyngell 2017). Some partnerships,
applied in a practical way, also make it possible to share the financial burden of very costly projects
such as submarine cables. It is all the more likely that this type of cooperation will be maintained as
needs multiply given that many island states are seeking to ensure the redundancy and resilience of
their network by building a second submarine cable.

In the official documents resulting from the Quad meetings, which were truly relaunched in 2017, PICs
are identified as cooperation partners in the Indo-Pacific region, with the aim of reinforcing their
objectives as defined within the PIF, particularly in terms of "climate change, resilient infrastructure,
and maritime security"3

technological areas, notably linked to the Internet. The May 2023 Quad meeting further highlighted

. Quad members are placing particular emphasis on cooperation in

the strategic importance of submarine cables by creating a "Quad partnership for cable connectivity
and resilience" aiming "to develop trusted and secure cable systems", pointing directly to China as a
counter-model®l. However, few concrete actions are directly targeted at PICs, the Quad strategies
remaining very broad. While the Quad sets out policy guidelines, it is above all the United States, Japan
and Australia, through the Trilateral Infrastructure Partnership (TIP), that are funding new submarine
cables in the region, such as the Palau Cable and the East Micronesia Cable (EMC). The TIP has also
defined itself as a complement to the Quad and other Indo-Pacific initiatives: "In line with the recently
announced Indo-Pacific Economic Framework, the TIP partners also welcome, and look forward to
working in concert with the Quad on infrastructure among the United States, Japan, Australia, and
India"32. The financing of these cables, and in particular the EMC, also responds to geopolitical issues
of countering Chinese influence, as demonstrated by the history of the cable project. It is a concrete
example of a joint response aimed at preventing HMN from gaining footprint in PICs' networks. Under
an initial World Bank's tender process to build the EMC, HMN proposed a project that was 20% cheaper
than its competitors. The cable was to link Nauru, which recognises Taiwan, the Federated States of
Micronesia (FSM), which has a Compact of Free Agreement with the United States, and Kiribati, which
recognised the PRC in 2019, by connecting them to the Hantru-1 cable linking directly the US military
base in Guam. This possibility was considered as too great a risk by the U.S. government which sent
diplomatic notes to the FSM, while Nauru also expressed worries with regard to its diplomatic position
over Taiwan. In the end, the World Bank called off the tender. Australia, along with the United States
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and Japan, then decided to take over the project through their respective development banks33. The
supply and installation of the cable was awarded to the Japanese company NEC in June 20233, also
demonstrating the economic interest of participating in such alliances for the partners, in addition to
serving geostrategic and development interests.

As Australia has no submarine cable industry, it is in its interest to keep its partners actively involved in
the South Pacific, to ensure that China does not fill the technological gaps in Oceania. Australia is also
an indispensable partner for the United Sates and Japan, who have a growing interest in diplomatic
and economic involvement in PICs. Australia is a founding member of the PIF and has a very good
knowledge of the local stakeholders and the specific diplomatic environment of the area. Various
interviews have taught me that Australia sometimes acts as an adviser to other regional diplomatic
players on how to engage and collaborate with the Oceanian governments. Because of the geographical
proximity and the links between people, Australian stakeholders are also in the best position to identify
development projects in PICs. This is illustrated by the takeover of the telecommunications company
Digicel Pacific by the Australian company Telstra, which the United States International Development
Finance Corporation (DFC) and Japan Bank for International Cooperation (JBIC) decided to support by
providing "USD50 million each in credit guarantees for Export Finance Australia's (EFA) financing
package, which was provided to support Telstra's acquisition of Digicel Pacific"3>. These three countries
thus seem to complement each other in the Indo-Pacific region, with India taking a back seat for the
time being, despite growing interest, as demonstrated by the holding of the third Forum for India-
Pacific Islands Cooperation (FIPIC) in May 2023, during which Prime Minister Narendra Modi travelled
to Papua New Guinea.

When it comes to digital infrastructure, Australia and its Indo-Pacific partners still seem to be taking a
case-by-case approach, which also depends on the development aid budgets they are ready to provide
to participate in the deployment of new infrastructures and the aggressiveness of Chinese players in
the sector. These strategic infrastructures are also part of broader development aid and of re-
engagement policies with partners in Oceania, notably in Australia with the Pacific Step Up policy.

4. Australian strategies also support a development aid
agenda for the Pacific Family

The Pacific Step Up: complementarity of security and development issues

The Pacific Step Up accompanies security concerns about China's presence in the Pacific. Formally
introduced in the 2017 Foreign Policy White Paper®® and deepened by the Morrison government in
2018, the Step Up emphasises Australia's moral obligation to work for the development and security
of the “Pacific Family”. It also importantly underlines the fact that Australia wants to cooperate with
PICs as equal partners, with a real listening to their needs. (Wallis 2020). But as a number of researchers
and observers note, Chinese access to infrastructure, technology and political and security influence in
the region has largely encouraged traditional and new partners to prioritise increased engagement with
PICs (Wallis 2020, Taylor 2019, Varrall 2021). The Pacific Step Up thus focuses on improving
infrastructure and economic growth. One of the main vehicles for this is the AIFFP, the development of
people-to-people links and the strengthening of security partnerships. Specialists broadly agree that
although Chinais not mentioned in the Step Up, this "initiative is -at its heart- concerned with managing
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and containing China's influence in the region" (Varrall 2021). However, as M. O'Keefe points out, while
many comments by specialists and in the media focus on security motivations and issues, "the
government's longstanding 'soft power' approach to Pacific policy (...) is evidenced in the non-
militarised aspects of the 'Step Up' which must not be overshadowed, as "Australian development
assistance has historically focused on" it. Moreover, he highlights the fact that militarising the
relationship with China could undermine Australia's strategy of strengthening ties with PICs, which
focus on non-traditional security issues such as climate change (O'Keefe 2021). Indeed, PICs do not
perceive China as a threat to their security, but rather as a legitimate player participating in the
economic and social development of their respective territories (Kabutaulaka 2021).

Telecommunications infrastructure is an integral part of the investment committed to Step Up. "The
project [the Coral Sea Cable] supports Australia's 'Step Up' in the Pacific, as outlined in the Foreign
Policy White Paper" (2017)%. Australia's 2021 ICCTES®® also emphasises that Australia "have stepped
up [its] connectivity efforts in the Pacific through the Coral Sea Cable System (CS2) and Solomon Islands
Domestic Network (SIDN)", using the same lexicon. The ICCTES also demonstrates a certain consistency
with the Step Up: "We will support our neighbours through dialogue and investment in secure, safe
and sustainable telecommunications infrastructure that advances their interests. We will position
Australia as the partner of choice within our region on cyberspace and critical technology issues."
Firstly, "safe, secure and sustainable" suggests the development of non-Chinese infrastructure. The rest
of the sentence emphasises the fact that the deployment of this infrastructure serves the interests of
PICs, before those of Australia. Finally, it expresses that Australia must remain PICs' leading partner -
"partner of choice"- in other words, in preference to China. During various interviews with DFAT
representatives (2023), they insisted on the fact that these infrastructures would have been funded
whether or not HMN had been involved in the projects. They argued that the major investments made
by Australia for the Step Up were only partly in response to China's activities, and were rather an
extension and continuity of Australia's commitment to PICs, in line with O'Keefe's arguments (O’Keefe
2021). The Palau Cable is a good example of this. It is not, at first sight, a geopolitical response to any
Chinese activity, but merely a response to a need expressed and discussed in consultation with the
Palau government and the other stakeholders. Telecommunications infrastructure as critical
infrastructure, however, seems to occupy an ambiguous place between development assistance and
infrastructure that is critical to the security of PICs themselves and to Australia, especially when directly
connected to Australian territory or an allied territory. And Australian involvement in this area appears
to have been primarily related to a sudden reaction to Huawei Marine's, and then HMN's, intention to
enter the South Pacific market. For example, the original Coral Sea Cable project had been on hold with
the World Bank since 2012, and Australia only became directly involved in the project when Huawei
Marine offered to build a cable connected to Australia. The response was swift. As M. Varrall (2021)
notes, Australia was "alerted" by the Chinese presence in the region and is now "alarmed" and reacted
quickly. Australia also seems sometimes to be responding to Chinese actions in reaction, such as the
visits organised by the new Albanese government after Wang Yi's (Chinese minister of Foreign Affairs)
tour in PICs in June 2022, or the appointment of a Special Envoy for the Pacific in July 2023, 5 months
after China appointed a Special Envoy for the Pacific Island Countries Affairs®.

Nevertheless, whether political or economic, Australia's efforts to invest in the Pacific are presented as
commitments to the Pacific Family, i.e responding first and foremost to their needs. Indeed, PICs do
not perceive the Chinese presence as a threat to their security, and most PICs do not see Chinese
development aid as a threat but rather as an economic opportunity, unlike Australia (Kabutaulaka
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2021). It would therefore be diplomatically inappropriate for Australia to present its commitment as a
tool to combat China's presence in the region, or to ensure Australia's national security first, as PICs
claim their right to choose their economic and development partners on a sovereign basis, maintain a
position of neutrality with regard to geopolitical tensions in the Indo-Pacific and are reluctant to any
militarisation of the South Pacific.

Australia is thus in a narrative balance between the promotion of a genuine development for PICs,
strengthening Australian and regional security and cybersecurity, and limiting Chinese influence in PICs
and the Indo-Pacific. It is also worth noting that while the cables are attracting a lot of attention because
of their high geopolitical and economic value, the majority of Australian investment is being spent on
more traditional areas such as health (51.732 billion between 2008 and 2020), transport (5916 million
over the same period) and education ($1.59 billion, same period), while only $174 million was spent
between 2008 and 2020 on communications infrastructure®.

How does the Australian strategies in the digital sector fit in the Blue Pacific?

As a member of the Pacific Island Forum (PIF), Australia actively participates in the development of the
PIF's orientations and priorities. By signing the strategies and declaration, Australia is also committing
in principle to the values underpinning the Blue Pacific concept put forward in 2018. However, its
strained relationship with China and commitment to Indo-Pacific alliances against Chinese influence
may be at odds with Blue Pacific values. Indeed, the Blue Pacific affirms PICs' freedom of choice in
economic and political partnerships, neutrality in international competition between China and the
United States and its allies, and a desire to jointly defend the interests of island states above those of
the great powers (Wisley-Smith 2021). The development of certain submarine cables, which introduces
a form of competition among the great powers in PICs, may therefore conflict with some of the
principles of the Blue Pacific. However, it is also seen as a development opportunity for some Pacific
players, benefiting from greater choice and helping to strengthen their sovereignty.

The PIF’s Boe Declaration on Regional Security (2018) identifies cybersecurity as a regional priority "to
maximise protections and opportunities for Pacific infrastructures and people" and emphasises the
importance "of the rules-based international order founded on U.N charter" to regional security, very
much in line with Australia’s position®'. The Blue Pacific Strategy 2050%* also identifies the
development and attraction of foreign investment in ICT as one of the means to achieve long-term
regional development goals. The strategy shows an economic rather than a security vision for ICT
development, highlighting opportunities for regional and state economic growth as well as improved
intraregional and global connectivity for people. The increase in the AIFFP budget therefore appears to
be a coherent response to regional funding needs, particularly as the Australian government intends
to discuss infrastructure funding based on the principle of a shared agenda and openness to project
proposals from PICs governments, rather than imposing projects, aiming at listening to their needs,
which has been particularly highlighted by the Albanese administration. Given the fragility of digital
infrastructures linked to climate and geology challenges in PICs, with the recent volcanic eruption in
Tonga triggering a wave of concern about the resilience and redundancy of cable infrastructures, many
countries are looking for opportunities and funding to build a second international cable and have
never been closed to partnership based on the nationality of the partner. The Blue Pacific advocates
openness to any partner that might prove useful in pursuing regional security or economic interests.
The Boe Declaration states that PICs must "engage and cooperate where appropriate with international
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organisation, partners and other relevant stakeholders" and that all members must "respect the
principle of non-interference in the domestic affairs of Forum members", underscoring their desire to
see their traditional and new partners respect their sovereignty. Non alignment also remains central to
the spirit of the Blue Pacific. The Prime Minister of Fiji recently recalled that the leaders "are mindful
of the collective need of the Pacific to be a zone of peace, a zone of non-aligned territories" so as not
to bow to the polarisation that the great powers are trying to impose in the Pacific*®. In Vanuatu, the
diplomatic motto of the Kalsakau government was made very clear in a speech during the visit of French
President E. Macron in July 2023: "We have a policy of friends to all and enemies to none"*. When it
comes to development projects, this assertion of sovereignty is also felt. For example, the PNG
government decided to build a domestic submarine cable with Huawei - the Kumul cable - despite a
counter-proposal from Australia, Japan, and the United States. The PNG Minister of Public Enterprises
and State Investment then criticised their "patronizing" behaviour®. The neutrality claimed by PICs for
their development assistance partner, sometimes clashes with the interests of Australia and its allies.
As noted above, this leads to situations where traditional partners decide to fund projects such as the
Coral Sea Cable or the EMC rather hastily. While they actively seek to improve the connectivity of the
affected areas, it is clear that these investments also serve Australian interests and feed a narrative and
a common perception of the weakness of PICs in the face of Chinese influence (Wallis 2020).

However, this competitive situation, which leads to behaviour that some describe as paternalistic, also
creates opportunities for the development of telecommunications. Integration into the Indo-Pacific
region, the BRI, and tensions between the great powers occurred without consultation with PICs and
contributed to the conception of the Blue Pacific in response (Kabutaulaka 2021). But "China's
increasing influence has [also] caused a renewed interest in the region. This has given Pacific Island
countries the opportunity to forge and strengthen alternative relationships, including with China. In
choosing to do so, Pacific Island states have asserted their sovereignty." In the telecommunications
sector, my interviews with representatives of Fiji's Ministry of Telecommunications and Vanuatu’s Office
of the Government Chief Information Officer (OGCIO) (2023) have shown that this involvement in
international tensions is also perceived positively, as the growing interest of China and other partners
has led to an increase in budgets and interest in the region by traditional partners and the development
of projects that otherwise would not have seen the light of day. The officials | spoke with also
acknowledged that criticism of the way Australia has worked with them has been taken relatively
seriously. Australia is making efforts to improve its way of cooperation to better integrate PICs needs
into the decision-making process for development projects. Described as a "six-country cooperation”
project, the Memorandum of Understanding (MoU) signed between Japan, Australia, the U.S., the FSM,
Kiribati, and Nauru is a good example of this*. Interestingly, Quad members also state that they want
to develop strategies that respect the political orientations of their partners, which facilitates the
coherence of Australia's positions both in its relations with the PIF & its members and in its Indo-Pacific
alliances. The Quad acknowledges "respect for the leadership of regional institutions, including the
Association of Southeast Asian Nations (ASEAN), the Pacific Islands Forum (PIF)" but also states that
"we continue to support the objectives of the 2050 Strategy for the Blue Pacific Continent, and commit
to working with partners (...) to support engagement with these objectives"?’. At least these are
statements of intent. On the other hand, there seems to be an alighment of values between PICs and
Australia and its Indo-Pacific allies in the digital domain. Fiji and Vanuatu, for example, are in the
process of joining the Budapest Convention on Cybercrime developed by the Council of Europe
(Nguyen and Golman 2021). In Fiji, the Department of Foreign Affairs and Trade (DFAT) is actively
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supporting the government in developing its cybersecurity strategy, as it is in Vanuatu. Through the
Pacific Cyber Security Operational Network (PACSON), an Australian-funded cybersecurity information-
sharing body, most PICs also share best practises and lessons learned on cyber issues. These forums for
information sharing and this consensus on certain values in cyberspace are also factors that can tip the
balance when selecting infrastructure providers within PIC governments, even if the affordability of the
equipment is a major factor.

In addition, all countries in PICs have very different bilateral relationships and perceptions of China that
cannot be generalised and that partners must cope with. While the Solomon Islands signed a security
partnership with China in 2022 and Huawei is installing 160 telecommunication towers across the
country, the former President of the FSM, D. Panuelo, has published a letter strongly criticising China's
"grey activities" and "political warfare" in the country, especially in digital matters*®. He reveals that
one of the points of a (never signed) MoU between China and the FSM "on Deepening the Blue
Economy" was for the FSM to open its arms to the PRC to take control of the country's fibre optic cables,
which Panuelo calls a "red flag" and a challenge to sovereignty given the strategic nature of this
infrastructure. He goes on to say that "the entire reason the East Micronesia Cable Project, for example,
is funded by the United States, Australia and Japan is because of the importance of secure
telecommunications infrastructure free from potential compromise". Here, D. Panuelo clearly sides
with the Western camp, while the three EMC funders themselves never mention China as a public and
official factor in funding the project. Depending on the national context, competing for influence with
China is more or less challenging for Australia.

Finally, some analysts even question whether China actually poses a threat to the interests of Australia
and its allies in PICs. Kemish believes that China has never had "any ambition to take on the kinds of
responsibilities that traditional partners like Australia and New Zealand have accepted in delivering
major regional support" and that, despite the BRI, China is not ready to follow the pace set by the AIFFP
(Kemish 2022). In his view, China's approach is rather opportunistic and calls into question China's place
as a sustainable and privileged partner, pointing out that "while aid can be a useful symbol of solidarity,
it does not buy influence. Influence can only be acquired through deep and lasting relationships, which
in turn are based on respect.” He concludes that "Australia remains in a strong position despite all the
recent public angst. It's the breadth and depth of its partnerships with the Pacific that count" and |
think this vision does indeed apply to certain PICs. In Fiji, for example, the various stakeholders | met
(2023) expressed a preference for partnerships with Australia, particularly for equivalent projects with
Chinese partners, because of mutual understanding, shared language, and long-standing relationships
in the Pacific with Australia.

Australia's digital strategies therefore face a number of challenges in aligning with national policy and
Blue Pacific principles. Sino-Australian tensions remain the most acute point of tension between the
Blue Pacific and Australian policy. Indeed, the vast majority of PICs do not want to engage in a posture
that would further polarise the region around the two major Indo-Pacific poles. They rather want to
strike a balance to benefit from partnering with Chinese actors and with their traditional partners to
ensure that all of their partners continue to invest in regional development over the long term.
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Conclusion

The perception of Chinese technologies as a security threat has significantly impacted Australia's
national security strategies and its relationships with Pacific Island Countries. These nations have
become increasingly integral to Australia's security considerations within the Indo-Pacific region. They
are now viewed as pivotal and strategic actors in the context of great power competition, not only for
Australia but also for the Unites States, Japan, India, South Korea and European countries. While
Australia's engagement with PICs has historically included development assistance and capacity
building on cyber issues, the focus on investment in telecommunications infrastructure is a relatively
new direction. While it cannot be said that all of Australia’s engagements with PICs is related to China
given their longstanding relationship, the growing interest in digital infrastructure funding is clearly
linked to the rise and interest of HMN in the region. PICs’ financial and technological dependence on
external support remains a vulnerability to achieve a greater independence, particularly in the case of
expensive submarine cable infrastructure. Australia, through its Official Development Assistance (ODA)
seeks to leverage its position of first aid partner to its advantage. Currently, Huawei Marine Networks
(HMN) has no presence in the region, Subcom, ASN, and NEC being yet the only suppliers of
international subsea cable in the South Pacific. But competition in the region is shifting to domestic
digital infrastructure rollout, particularly in the area of 4G/5G networks. This trend is exemplified by
Telstra's acquisition of Digicel Pacific. It was a very politically motivated purchase backed by the Export
Finance Australia and a Japanese and a United-States development banks. Digicel is expected to adopt
Australia’s network requirements not to use "high risk vendors", thus preventing further Chinese
technology rollout in the six countries where Digicel Pacific operates: Fiji, Vanuatu, PNG, Samoa, Tonga
and Nauru. This trend is also worth observing in the future.
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