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Increasing Importance of Data as a Strategic Asset and 
Submarine Cable Networks in the AI Era

• Exponential Increase in Data Production: Data generated by various entities is growing exponentially

• Essential Conditions for Stable Digital Transformation

- Importance of Connectivity: Continuous data flow requires robust connectivity, highlighting the increasing

importance of digital infrastructure networks (technology-driven connectivity)

- ※ Data collection, storage, and transmission rely on cables, data centers, clouds, and satellites, with fiber optic cables playing a significant role.

Fiber optic cables handle approximately $22 trillion in financial transactions and 95% of voice and data traffic daily, making them the core

physical infrastructure for technological security in the AI transformation era (New York Times, 2015.10.26; TeleGeography, 2024))



Digital Infrastructure & Key Innovations

• Digital Infrastructure (DI): A network composed of hardware and software elements that process, store, and transmit data digitally

- Hardware: Subsea cables, wired terrestrial networks, and ICT infrastructure, Wireless network equipment, satellites and satellite terminals

* datacenter, cloud computing infra, etc

* Subsea(fiberoptic) cables provide high-speed, high-capacity communication links connecting National Digital Infrastructures (NDIs)

across continents/countries; Satellites operate in gigabit units, while subsea cables operate in terabit units

- Software: Operating systems, firmware, software, and applications

- Building Blocks: Terrestrial, cellular/wireless networks, space, and international networks

※ Ownership, access, and control over digital infrastructure are reflected in data ownership, access, and control (Rand, 2022,p 22.)

※ Digital 9 Infrastructure classify DI as Data centers, submarine fiber networks, terrestrial fiber networks, and wireless networks
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US-China Strategic Competition (Security Connectivity)

• Intensified US-China Strategic Competition in AI and Data -> data; strategic asset

- Increasing competition between countries for 'secure' data flow (security-driven connectivity)

- The US has already labeled China's Digital Silk Road (DSR) as a form of espionage and a

leadership competition (Brackup et al ,2023 )

• Digital Infrastructure Networks: Must address both technological connectivity and

security-driven connectivity simultaneously



Subsea Cables as Digital Infrastructure & Network Industry

• Subsea Cables as “International Hardware” in DI (global/international network planning)-> Digital Network Infra (DNI)

- Hardware: Subsea cables, wired terrestrial networks, and ICT infrastructure, Wireless network equipment, satellites and satellite

terminals

- Fundamental to digital connectivity, transforming speed, capacity, and global reach

• Network Industry Dynamics :Network Externalities & Path Dependence

• Network Externalities (direct & indirect) → lock-in effect→ increase sunk costs and switching costs → path dependence deepens

path dependence → Winner Takes All & asymmetric interdependence Network

*direct: volume, usage, number of connected link / indirect: compatibility, complementarity, and standard

- Monopolization of network control strengthens asymmetric interdependence

- Exacerbates network inequality → Structural security risks for spoke/peripheral states
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Analysis of the Subsea Cable Industry Ecosystem and Value Chain 

• The subsea cable industry is divided into "owners", who own and operate subsea cable systems, and "suppliers", who

physically construct and deploy these systems

- Ownership: ① system planning and operation ②securing investments and managing projects ③ MRO

- Supply: ①Manufacturing of cables and related equipment ② deployment and installation③ MRO

자료: TeleGeography (2024.08.12.)

< APCN-2 Case>
- Owners: Consortiums formed by national telecommunications companies* 

* Consortiums help distribute the substantial costs and risks associated with subsea cable construction, 

also enhance cross-border connectivity and operational efficiency in managing subsea cable systems

(AT&T, China Unicom, KT, NTT)

- Suppliers: NEC(Japan)

- Global Big Tech's Increasing Involvement (AWS, META, Google etc)

< The JUPITER Subsea Cable System Led by Global Big Tech >

자료: TeleGeography (2024.08.12.) 11



Analysis of the Subsea Cable Industry Ecosystem and Value Chain

• Value Chain of Subsea Cable Systems: Planning & Operation, Manufacturing & Supply, Deployment & Installment, MRO

• International Data Connectivity: landing station, data center, fiber optic cables

<Data Transmission/Communication through Cable System> • Data Center Departure: Data packaging, traffic

aggregation, optical signal conversion

• Transit through Terrestrial Network

• Transmission Processing at Sending Coastal Country

(Landing Station)

• Subsea Cable Transmission

• Reception Processing at Receiving Coastal

Country(landing station)

• Transit through Destination Terrestrial Network

(Backhaul)

• Data Center Reception

12



■■  Characteristics of Subsea Cables, Security Issues, and Threat Perceptions

DNI’s Path Dependency & Network Externalities → ‘asymmetric interdependence’ network 

Data Security in the AI Era: exposing the subsea cable supply chain to both physical and cyber threats 

▪ AI Advancements & Intensified U.S.-China Strategic Competition in the Nexus between supply chain, technology, and 

security (DI as a critical infra) → identity change ! 

International Politics of Digital Infra: Why and How States Securitize?
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Asymmetric Interdependence and Weaponization in Subsea Cable Networks

Sensitivity and Vulnerability

Can replace and how danger when remove relations or supply link

States with low vulnerability and high sensitivity can project interdependence power over those with high

vulnerability and low sensitivity, leading to asymmetric interdependence  →  asymmetric interdependent relations

Subsea networks characterized by asymmetric interdependencies that form a networked structure

Weaponization of Interdependence:  Chokepoint and Panopticon Effects in Data Communications → Data Security

Increased likelihood of weaponization based on technological characteristics, dynamically reinforcing the asymmetric interdependence structure



International Politics of Digital Infra: Why and How States Securitize?
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Security Issues and Points of Conflicts in Subsea System & Network

The Potential for a Panopticon Effect in the subsea cable supply chain (in terms of data service)

Critical nodes (e.g., maintenance facilities and landing stations) may become hotspots for data security breaches.

Hub countries within the network can control, intercept, or monitor data flows (e.g., via router backdoors) in terms of data service

Network Dependency and Chokepoint Effects:

The enormous initial(supply)and maintenance costs foster deep dependency on established networks

Network externalities further entrench technological dependency, reinforcing chokepoint effects 

→  This creates challenges in maintaining sensitivity while increasing overall vulnerability

Dependency on Installed Cables

→  Not only does this enable monitoring of data (panopticon effect), but it also allows for deliberate latency and the exclusion of rival 

nations from maintenance networks (chokepoint effect)

*DI: the extent of ownership, accessibility, and control → This can be verified through the undersea cable supply chain, and 

DI itself is a threat factor.

Factors based on IR and technological characteristics → are considered in the securitization process as threat perception / Subsea cable traits drive securitization

Vulnerability and sensitivity are materialized in supply chain security and technological dependency (Hub-Spoke relations / network)

The formation of network externalities and asymmetric interdependencies : vulnerability ↑ and  sensitivity ↓
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Figure 1: Comprehensive Theoretical Framework 
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Characteristics of Digital Infrastructure Securitization

• Spectrum exists: hyper-securitization strategic de-securitization

• Practice-centered: institutional measures, budget allocation, regulatory 
strengthening

• Structural determinants: network position, material capacity, 
institutional power

This Study's Approach

• Focus on actions rather than words

• Track changes in policies, institutions, and budgets

• Compare both ends of the securitization spectrum



Comparison of Domestic and International Subsea Cable 
Industry Competitiveness
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• Trade Classification: Utilizes the HS (Harmonized System) classification developed by the World Customs Organization (WCO)

• Analysis Period: Covers 2019–2023, but focuses on the status as of 2023

• Analyzing Trade Competitiveness and Industrial Characteristics in the Subsea Cable Industry of states by Comparing Export-

Import Shares from 2019 to 2023 based on HS

❖ Methodology for Analyzing Industrial Competitiveness Using RCA

<RCA; Revealed Comparative Advantage>

RCA Index > 1 → Comparative Advantage

RCA Index < 1 → Comparative Disadvantage  

Analysis Purpose

• Quantitative diagnosis of material vulnerabilities and bottlenecks

• Identify relative positions in global value chains

• Reveal structural constraints on securitization strategies

Key Implications

• Confirms material basis of network position (Hub vs. Spoke)

• Analyzes how industrial competitiveness affects security choices

• Provides objective criteria for policy prioritization
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Key Observations from the RTA Index
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Global Trade Dependency (2019-2023)

Export Share (%)

China 25.2% USA 5.2% Japan 2.7%

Import Share (%)

USA 20.6% China 5.7% Japan 3.1%
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Case 1: United States - Policy Trajectory (2019-2025)

2019

Team Telecom 
Strengthened

Enhanced FCC licensing review a
uthority, expressed security con

cerns over Chinese firms

2020

CFIUS Expansion

Enhanced investment review
s, restrictive approvals for Ch

inese suppliers

2021

National Security
Priority

Strengthened Team Telecom-C
FIUS coordination, expanded se

curity conditionalities

2022-2023

Regulatory 
Framework

Strategic Subsea Cables Act prop
osed, regulatory framework con

struction

2024-2025

Legislative 
Completion

Regulatory fence completed, s
elective decoupling from Chin

a institutionalized



US Institutions and Policy Instruments

Team Telecom

FCC committee that evaluates national security risks in submarine cable licens
es, with authority to restrict transactions with Chinese suppliers.

CFIUS (Committee on Foreign Investment)

Treasury-led committee that reviews foreign investment impacts on national sec
urity. Blocks Chinese acquisitions and equity stakes in cable projects.

Strategic Subsea Cables Act (2025)

Establishes legal framework designating submarine cables as critical infrastructur
e, explicitly restricting transactions with security-risk countries.

Policy Instruments

• License conditions and blocking

• Supplier exclusion (Huawei, HMN Tech)

• Data security obligations

• Domestic company prioritization

Policy Effects

• Normalization of 'exceptional intervention' in commercial infrastructure

• Diffusion of exclusionary norms across allied networks

• Selective decoupling from Chinese suppliers

Core Mechanism

• Hub position utilization: Leading global network norms

• Institutionalization: Locking in hyper-securitization through laws, procedures, pr
ecedents

• Regulatory fence: Establishing exclusionary security framework
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Japan Policy Instruments

2019

FEFTA Strengthening

Enhanced foreign investment 
screening, precursor to comp
rehensive economic security 

framework

2020

Strategic Concepts

LDP introduces Strategic Auton
omy and Strategic Indispensabili

ty as core policy pillars

2022

ESPA Enactment

Economic Security Promotion 
Act integrates security and ind

ustrial policy

2023

Domestic Capacity Buil
ding

Subsidies for vessels, componen
ts, and personnel to secure repa

ir/laying capabilities

2024

Strategic Implemen
tation

Grand Design positions submar
ine cables as strategic sectors f

or new capitalism
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Thank You! Bless You!

CHO, One-Sun Ph.D.

Associate Research Fellow

Science & Technology Policy Institute 

(STEPI)

onesun@stepi.re.kr
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